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Disclaimer

• This workshop assumes that you have already determined that a PIA is 
necessary
– Which may not always be the case …

• Other privacy ‘products and services’
– Analysis
– Design Requirements
– Risk Management
– Audit
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Outline

• Module 1: Understanding Privacy

• Module 2: PIA Methodology

• Module 3: Group Case Studies 

• Module 4: Summary / Lessons Learned
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Technology Changes Privacy

• Without technology, privacy is a part of physical reality
– I walked down the street, if no one else was there, I could assume I 

was unobserved
– Video-surveillance cameras = a hidden camera can observe me even 

when I think I'm alone
– Technology evolves, digital cameras = cheap and compact to store the 

video forever, machines can read it without human intervention
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Module 1

• Types of Privacy

• Privacy Legislation

• Definitions

• Privacy Language
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Types of Privacy

• Territorial Privacy
– Setting boundaries on intrusion into an explicit space or location

• Physical Privacy
– Defining intimate acts, behaviour or body parts

• Informational Privacy
– Legislatively defined
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Informational Privacy

• “Privacy is the claim of individuals, groups and institutions to determine for 
themselves, when, how and to what extent information about them is 
communicated to others” (Westin 1967)

• Any information concerning the personal or material circumstances of an 
identified or identifiable person

• "personal information" (PI) means information about an identifiable 
individual, but does not include the name, title or business address or 
telephone number of an employee of an organization
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Provincial Privacy Legislation

• Public sector organization are guided by the Freedom of Information and 
Protection of Privacy Act (FIPPA)

• FIPPA is regulated by the Information and Privacy Commissioner / Ontario 
(IPC)
– Complaint based
– Right of audit
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The CSA Code

• The Canadian Standards Association is a not-for-profit membership-
based association serving business, industry, government and 
consumers that develops standards

• The CSA Model Code for the Protection of Personal Information
(Q830) sets out ten principles that balance the privacy rights of individuals

• Privacy Code is the basis of Canadian privacy legislation
– Allows for a flexible and adaptive PIA



Concordance Analysis

CSA Code FIPPA

Accountability Section 2, 11, 37, 38(1), 62(1), 69

Identifying Purpose Section 39(2), 43

Consent Section 17(2), 38(2), 41(1), 42(1), 65.1(4)

Limiting Collection Section 38(2), 39(1)

Limiting Use, Disclosure and Retention Section 40(1), 40(4), 41, 42, O.Reg 460 5(1)

Accuracy Section 40(2), 47(2)

Safeguards Section 10(2), O.Reg. 460 3(1), 4(1), 4(3), 10(1)
Openness Section 44, 45, 46

Individual Access Section 10(1), 12-23, 24-30, 47(1), 48-49

Challenging Compliance Section 50-54, 56, 59
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Privacy Language

• Data Subject

• Records

• Custody & Control

• Identifying Information
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Module 2

• PIA Methodology
– Step 1: Scoping
– Step 2: Information Gathering
– Step 3: Report Writing
– Step 4: Review 
– Step 5: Approvals
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Tips

• Information does not need to include a name to be personal information
– For example: physical description or a photograph plus an address 

• An individual's name on its own is not personal information
– A name must be associated with other information to make it 

‘identifiable’

• Standards for de-identification change frequently (especially in health)
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Case Study
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Case Study: Presto

• PRESTO is a revolutionary way to use public transit. It has “smart” technology built 
into it, which means that it acts like a mini-computer. 

• It is the size of a gift or debit card so it fits easily into your wallet, purse or pocket. 
The computer chip in your card communicates with the card reader in transit 
stations or on transit vehicles. The system calculates the lowest fare for your trip, 
and deducts the fare from the balance stored on your card – all in less than one 
second.

• Unlike paper tickets or passes, the card is made of durable plastic so you can keep 
it and use it for as long as you need to. 

• Electronic fare cards are used around the world with great success. Several public 
transit agencies in North America are currently implementing similar fare systems. 
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PIA Methodology

• Step 1: Define the Scope

• Step 2: Information Gathering

• Step 3: Report Writing

• Step 4: Review

• Step 5: Presentation of Results
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Step 1: Scope

• Small, medium or large

• Define and document
– Project Phases
– Organizations and Partners
– Information Technology
– Business Processes
– Personal Information
– Legislation and Policy
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Case Study - continued
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Step 2: Information Gathering

• Follow the personal information
– talk to everybody who works with personal information directly relevant 

to the project including business and technology groups, support and 
administrative staff

• Collection, use and disclosure
– How did it get there in the first place?
– How is it used?  By who?  For what?
– Has this changed?  
– Who else has access (including internal and external parties)?  
– What happens when nobody needs it anymore?
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Step 3: Report Writing

• Depending on scope, allow time to pull together information gathering into 
a report format

• Table of Contents
– Project / Program Summary
– Description of Business Processes
– Description of Technology
– List of the Data Elements
– Privacy Analysis



Office of the Chief Information and Privacy Officer

31

Step 4: Review

• Create hard timelines for program area to provide input, questions and 
commentary

• Allow time to re-write the PIA with an additional review cycle (not with the 
program area)
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Step 5: Consultation / Presentation of Results

• Consider ownership and responsibility

• Stakeholders to consider:

– Project Sponsor
• Accountable for project, including conducting PIA

– Chief Information Officer
• Accountable for identifying corporate IT risks and providing advice and guidance to 

Project Sponsor on the performance of appropriate privacy due diligence, and on 
potential consequences of accepting privacy risks.

– Office of the Chief Information and Privacy Officer (OCIPO)
• Review and input on PIAs, sits at the Corporate ACT approvals table

– Regulatory Body (IPC)
• Sets Practice Standards, provides tools and education
• May evaluate  / review / comment on PIAs
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Module 3

• Case Study #1: Fingerprint Scanner

• Case Study #2: Tracking

• Case Study #3: Scanner
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The Deliverable

• A PIA that includes:
– Identification of the data elements
– A list of the organizations / departments involved
– A list of the business processes
– A diagram of data flows within the system
– Privacy analysis
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Data Elements

• Examine each data element, and consider whether it is a justifiable 
collection, use and /or disclosure of personal information

• Describe the purpose for collection and the method of collection
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How do you get a list of data elements?

• Table 1 (handout)
• Table 2 (handout)
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Roles and Responsibilities

• Identify all departments / roles and responsibilities that will have access to 
personal information

• Identify what external organizations may have access: service providers, 
agents, vendors
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How do you get a list of roles and 
responsibilities?

• Table 4 (handout)
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Business Processes

• Start with collection

• Identify all uses of personal information with the same organization that 
collected it

• Identify all disclosures of personal information outside the organization 
that collected it
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How do you get a list of business processes?

• Table 5 (handout)



Office of the Chief Information and Privacy Officer

44

Data Flow Diagrams

• Start with the source: data subject

• Detail where information goes in and out of an organization and 
department

• Use a narrative where necessary
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How do you create a data flow diagram?

• Table 6 (handout)
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Privacy Analysis

• What is the business rationale?
– Is there another more privacy-friendly way to achieve the same 

objective?

• What is the authority for collection?

• Are there personal information banks?
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How do you conduct privacy analysis?

• Table 7 (handout)
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Module 4

• Summary 

• Lessons Learned
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Summary

1. Privacy is a highly contextual value

2. Privacy doesn’t end with a PIA

3. Privacy is a team effort
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Lessons Learned

• Product and service is already up and running and collecting personal 
information

• No documentation

• “Privacy is an exercise in futility”
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Resources

• Treasury Board (Federal), http://www.tbs-sct.gc.ca/pgol-pged/piatp-
pfefvp/index-eng.asp

• Information and Privacy Commissioner of Ontario (IPC), 
http://www.ipc.on.ca

• GO-ITS Security Standards, 
http://www.gov.on.ca/mgs/en/IAndIT/STEL02_047303.html

http://www.tbs-sct.gc.ca/pgol-pged/piatp-pfefvp/index-eng.asp
http://www.ipc.on.ca/
http://www.gov.on.ca/mgs/en/IAndIT/STEL02_047303.html


Office of the Chief Information and Privacy Officer

52

Tracy Ann Kosa
PIA Specialist

Office of the Chief Information and Privacy Officer
Ministry of Government Services

(416) 212-1136
tracy.kosa@ontario.ca

http://ontario.ca

