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Outline

• Module 1: Understanding Privacy Risk

• Module 2: Risk Methodology Using PIAs

• Module 3: Group Case Studies

• Module 4: Summary / Lessons Learned









Module 1

• Types of Risk

• Calculating Risk

• Risk Language



Types of Risk

• Defining Risk
– Application and Situation

• Generally risks are seen as future issues which can be avoided or 
mitigated

• 3 variables to consider:
– Probability that there is a threat
– Probability that there are any vulnerabilities
– Potential impact to the business



Calculating Risk





Risk Language

• Risk
– A state of uncertainty where some of the possibilities involve a loss, 

catastrophe or other undesirable outcome
– Measurement

• A set of possibilities each with quantified probabilities and 
quantified losses

• Uncertainty
– A lack of complete certainty and the existence of more than one 

possibility; the true outcome / state / result / value is unknown
– Measurement

• A set of probabilities assigned to a set a probabilities





• We can be uncertain about the winner of a contest, but unless we have 
some personal stake in it, we have no risk. 

• If we bet money on the outcome of the contest, then we have a risk. In 
both cases there are more than one outcome. 

• The measure of uncertainty refers only to the probabilities assigned to 
outcomes, while the measure of risk requires both probabilities for 
outcomes and losses quantified for outcomes. 



Module 2

• Privacy Risk Methodology
– Step 1: Create Risk Statements
– Step 2: Apply the Action Items
– Step 3: Assign Ratings
– Step 4: Plot on Risk Map



Case Study: MEDT



Summer Company



PIA



Step 1: Create Risk Statements

• Gather all the findings in the PIA

• Classify the findings



Findings





Step 2: Apply the Action Items

• Apply the action items to the appropriate / corresponding risk statement







Step 3: Assign Ratings

• In consultations with the project / program area, choose the impact 
categories
– Harm to Individual
– Impact to Cost
– Impact to Reputation
– Impact to Service Delivery

• Apply the appropriate impact level
– Scale from 1 to 5

• Apply the applicable probability rating
– Scale from 1 to 5





Step 4: Plot on Risk Map

• This is where the math comes in … 
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Module 3

• Case Studies



The Deliverable

• A completed privacy risk map that includes:
– A list of risk statements
– An impact and likelihood ranking for each risk
– A list of corresponding action items / mitigation strategy
– Create a risk map



Risk Statements

• Pull out or create a list of at least 15 findings

• Classify the list of findings into groups

• Write the risk statements about each group





How do you classify findings?

• Handout - Table 5
• Handout - Table 6



CSA Code or Privacy Risks

CSA Code Risks

Accountability Breach

Identifying Purpose Non-Compliance

Consent Over-Compliance

Limiting Collection Complaints

Limiting Use, Disclosure and Retention Inadvertent Data Matching

Accuracy Re-Identification

Safeguards … Other Look Fors …
Openness Records Management

Individual Access Security

Challenging Compliance Information Classification



Assign Impact & Likelihood Rankings

• Choose an impact category that applies best to the case study

• Assign an impact rating to each risk statement

• Assign a likelihood rating to each risk statement



How do you assign ratings?

• Handout - Table 1
• Handout - Table 2



Impact Categories



Likelihood / Probabilities



Create a Mitigation Strategy

• Decide how best to address each risk statements

• If the findings in the PIA have associated action items, assign them to the 
risk statements

• If the findings in the PIA do not have any associated action items, create 
them in a mitigation strategy for the risk



Create a Risk Map

• Map the assigned impact and likelihood rankings for each risk and plot 
them on the graph



How do you plot on a map?

• Handout - Table 3



Results

• Review the results of the risk map

• Reality check
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Module 4

• Summary 

• Lessons Learned
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Summary

• Get input from the experts

• Many heads are better than one

• Take your time
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Lessons Learned

• Involve the project team in assigning risk impact and likelihood

• Provide mitigation strategies for all risks

• Do a reality check on the risk map
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Resources

• Treasury Board, Risk Management – Policies and Publications, 
http://www.tbs-sct.gc.ca/pubs_pol/dcgpubs/riskmanagement/siglist-
eng.asp

• Treasury Board, Integrated Risk Management Framework, http://www.tbs-
sct.gc.ca/pol/doc-eng.aspx?id=12254

• Treasury Board, Integrated Risk Management Implementation Guide, 
http://www.tbs-sct.gc.ca/pubs_pol/dcgpubs/riskmanagement/guide-
eng.asp

•

http://www.tbs-sct.gc.ca/pubs_pol/dcgpubs/riskmanagement/siglist-eng.asp
http://www.tbs-sct.gc.ca/pol/doc-eng.aspx%3Fid=12254
http://www.tbs-sct.gc.ca/pubs_pol/dcgpubs/riskmanagement/guide-eng.asp
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